HNudopmanuonHasi naMsITKA /1151 HECOBEPIIIEHHOJIETHHX 110 BOIPOCaM
KHO0epOe301acHOCTH

B ceTu «MHTEpHED»

KoMnblOTEpHbIE BUPYChI

KoMmmbroTepHBI BUPYC - 3TO Pa3HOBHUIHOCTh KOMIIBIOTEPHBIX IMPOTPAMM,
OTJIMYUTEIILHOU OCOOEHHOCTHIO KOTOPOM SIBISIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO
(konmupoBaHuio). B gomosiHeHWE K O3TOMYy, BHUPYChl MOTYT MOBPEIUTH WIHU
MOJTHOCTBHIO YHUUYTOXUTH Bce (Dailyibl U JaHHBIE, MOJKOHTPOILHBIE TOJIB30BATEIIO,
OT UMEHHM KOTOPOTO Oblja 3alylieHa 3apaxEHHas mporpaMma, a Takke MOBPEIUTh
WU JIJa)K€ YHUUTOXUThH ONEPAlMOHHYI0 CUCTEMY cO BcemH (aitmamu B 1ieinom. B
OOJIBIIMHCTBE CIYy4YaeB PACIPOCTPAHSIIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEAOHOCHBIX MPOIPaAMM:

1. Hcnonb3yid COBpEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOIIUE
CEepPbE3HBIN YPOBEHD 3AIIUTHI OT BPEIOHOCHBIX IIPOTrPaMM;

2. [locTossHHO ycTaHaBiauBail matyu (UUQPPOBBIE 3aIUIATKU,
KOTOpbI€ aBTOMAaTUYECKHM YCTAHABJIMBAIOTCS C LEJIbI0  JOpabOTKH
MporpaMMbl) M Jpyrue OOHOBIIEHHS CBO€H ONEpalMOHHONW CHUCTEMBI.
CkaumBaifi UX TOJBKO ¢ oduIuagbHOro caira pazpadorumka OC. Ecmnu
CYIIECTBYET PEXKUM aBTOMATHYECKOT'0 OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE MO/ MpaBaMU MOJIb30BaTENs, a
HE aJMUHUCTpATOpa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
MpOrpaMM MHCTAJIMPOBATHCS HA TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonb3yid aHTUBUPYCHBIE TPOTPAMMHBIE TPOAYKTHI H3BECTHBIX
MPOU3BOJIUTEIIEH, C aBTOMATUYECKUM OOHOBJICHUEM 0as3;

5. Orpannuyp  (U3MYECKUH  JOCTyH K  KOMIBIOTEpY  AJIA
MMOCTOPOHHHUX JIULI;

6. Hcnonp3yil BHEIIHUME HOCHUTENH HWH(POpMAIUU, TaKhe Kak
¢bnemka, auck win (Qaitn w3 HWHTepHeTa, TOJBKO U3 MPOBEPEHHBIX
HWCTOYHHUKOB;

7. He otkpbiBaii kommnbploTepHBbIE (Dailibl, TOJyYEHHBIE U3
HEHAIEKHBIX MCTOYHHUKOB. Jlaxke Te (haiisibl, KOTOpbIE TMpucian TBOM

3HAKOMBIN. JIyulie yTouHH y Hero, OTIpaBJisiyl JIM OH TeOe HX.



Cetun WI-FI

C nomompro WI-Fi MOXHO mNOMy4nTh OECIUIATHBIA WHTEPHET-IOCTYII B

OOLIECTBEHHBIX MecTax: Kade, OTeNsIX, TOProBbIX IEHTPax U a3pornoprax. Tak xe
SBIIIETCS OTJIMYHOW BO3MOXKHOCTBIO BbIxoAa B MHrepHer. Ho MHOrue skcrieprsl
CUMTAIOT, 4TO obmenoctynHbsie WiF1 ceTu He SBIsAIOTCS 0€30MaCHBIMH.

CoBeTnl 10 0€3011aCHOCTH PA0OTHI B 001eA0CTYIHBIX ceTaX Wi-fi

1. He nepemaBaii cBowo JMuyHyr0  UHGpOpPMAIMIO  Yepes
obmenoctynueie Wi-Fi cetu. Paborass B HHX, XelaTelbHO HE BBOJUTH
MapoJIx JI0CTYIA, JJOTUHBI U KaKWe-TO HOMEPa;

2. HUcnone3yit u OOHOBISIE aHTUBUPYCHBIE MPOrpaMMbl U
Opanamayasp. TeM cambIM Thl 00e30macuilb ce0s OT 3aKauKu BUpPycCa Ha TBOE
YCTPOUCTBO;

3. [Ipu wucnonb3zoBanun Wi-Fi otkmoun Qyskuuio «OOmuii
JOCTyM K (paiinam u npuntepamy». JlanHas QyHKIMS 3aKpbITa 0 YMOJIYAHHUIO,
OJIHAKO HEKOTOpbI€ IMOJb30BAaTEIM AaKTUBUPYIOT €€ Ui ynoOcTBa
MCII0JIb30BaHUs B paboTe WM yueoe;

4. He wucnons3yit nyOnuunbeii WI-FI s mepenaum nuyHbIX
JAHHBIX, HAIPUMEp, JJIs BbIXOJIa B COLMAJIBHBIE CETHU WM B JIEKTPOHHYIO
MouTy;

5. Hcnonb3yi TOMbKO 3amunieHHoe coeaunenue yepes HTTPS, a
He HTTP, 1.e. npu Habope BeG-aapeca BBOAU UMEHHO «https://»;

6. B moGunsHOM Tenedone otkntoun ¢pyHkiuio «lloakmouenne k
Wi-Fi aBromarnuecku». He nomyckail aBTOMAaTHYECKOrO MMOAKIHOYEHUS

ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

ConuajibHbIE CETH

CoumanpHas CeTh - 3TO CAUT, KOTOPBIA MPEAOCTABIISIET BO3MOKHOCTD JTIOISIM
OCYILIECTBIISITh OOIIEHHME MEXay coOol B umHTepHere. Yamie Bcero B HUX st
Ka)XJIOr0 YeJIOBEKa BBIJICNAETCS CBOS JIMUHASI CTPAHUYKA, HA KOTOPOM OH yKa3bIBaeT
0 cebe pa3inuHyl0 MH(OpMAIMIO, HAUMHAs OT UMEHU, (paMUIIMU U 3aKaHUYMUBas
nuyHbIMU QoTorpadusimu. MHOTHE TOJIB30BaTEIN HE MTOHUMAIOT, 4TO HH(pOpMAaIUs,
pa3MenieHHas UMY B COITMATIbHBIX CETAX, MOXKET ObITh HallZieHa U KCII0JIb30BaHA KEM

yroaHo, B TOM 4HCJIC HE 00s3aTeNIbHO C OJJaruMH HaMCPCHUAMU.

OcHOBHBIE COBETHI 10 0€30IACHOCTH B COIMAJIbHBIX CEeTAX:



1. OrpaHnyb COUCOK Apy3ei. Y TeOsl B Ipy3bAX HE JOHKHO OBITH
CIIyYalHbIX U HE3HAKOMBIX JIFOJIEH;

2. Jamminai CBOKO 4YacTHYIO JKM3Hb. He ykaspiBail mapoiiu,
TenedoHbl, aipeca, JaTy TBOETO POKICHUS U IPYTYIO JUYHYIO HH(POpMALHUIO.
310YMBIIIUIEHHUKN MOTYT MCHOJIb30BaTh Jaxe MH(OPMALIUIO O TOM, KaK Thl
Y TBOU POJUTENH MIAHUPYETE MPOBECTH KAHUKYJIbL;

3. 3amuinail CBOK PEIMyTalUIO - JEPKU €€ B UHCTOTE W 3aJaBai
cebe Bompoc: XoTen Obl Thl, UTOOBI APYrue MOJb30BATENN BUJIEITU, YTO ThI
3arpyxaenis? Ilomymail, mpexae yeM 4TO-TO OMyOJIMKOBaTh, HAMHCATh U
3arpy3uTh;

4. Ecau Tel roBOpuIL € JIOABMH, KOTOPBIX HE 3Haellb, HE
UCIIOJB3YH CBOE peaJbHOE UM U APYTYIO TUYHYIO HH(DOPMALIMK: UMSI, MECTO
KUTEIbCTBA, MECTO YU€Obl U IPOYEE;

5. N36erait pasmemenust ¢otorpaduit B HMHTepHere, rie Tbl
M300pa)K€H Ha MECTHOCTH, IO KOTOpPOHM MOKHO OIPEAEIUTh TBOE
MECTOMOJIOKEHHE;

6. [Ipu peructpanmid B  COIMAIBHOH CE€TH  HEOOXOIUMO
UCIIOJIB30BaTh CIIOXKHBIE MApOJIM, COCTOSANME M3 OyKB M LHPp U C
KOJIMYECTBOM 3HAKOB HE MeHee §;

7. [ns conmuanbHOM CETH, MOYTHI U JPYTUX CAUTOB HEOOXOIUMO
UCIIOJIB30BaTh pa3Hble maponu. Torma eciam TeOd  B3JIOMAKOT, TO

3JIOYMBIIIJICHHUKHA T10JIy4aT JOCTYII TOJBKO K OAHOMY MCECTY, a HC BO BCC

cpasy.

JJIEKTPOHHBbIE JIECHbI'H

DNEeKTPOHHBIE JIEHBIM — 3TO OYEHb YAOOHBIM CHOCOO MiaTexeil, 0IHaKo
CYILIECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIEHbIU.

DNEeKTPOHHBIE JEHBI'M MOSIBUIMCH COBCEM HEJABHO U UMEHHO U3-3a 3TOI'0 BO
MHOTHX TOCyAapCTBax 0 CUX MOp HE MPOIMUCAHO PO HUX B 3aKOHAX.

B Poccuu e oHr QyHKIMOHUPYIOT U O HUX YK€ IPOIUCAHO B 3aKOHE, T7I€ UX
pa3zeNsaoT Ha HECKOJIbKO BUJOB - aHOHUMHBIE U HE aHOHUMHBbIE. PazHuna B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcss NPOBOAUTH onepauuu 0e3
UJEHTU(UKAIMY 10JIb30BATENS, @ B HE aHOHUMHBIX UAEHTU(UKALIUY [OJIb30BaTENs

SIBIIAETCS 00s13aTEIIHLHOM.



Takke cienyer pasznuyaTh OJJIEKTPOHHbIE (UATHBIE JIEHBI'M (PaBHBI
roCyJJapCTBEHHBIM BaJll0TaM) U DJIEKTPOHHbIE He(pUATHBIE ACHBI'M (HE PaBHBI
roCyJIapCTBEHHBIM BaJIOTaM).

OcHoBHBIE COBeThI 10 0€e30MaCHO padoTe ¢ JJIEKTPOHHBIMHU I€HbIAMMU:

1. [TpuBsikU K cueTy MOOUIIBHBIN TenedoH. DTO caMblil yJOOHBIN U
OBICTpPBIN CIOCOO BOCCTAHOBUTH NOCTYI K cueTy. IlpuBsizannbiii TenedoH
MMOMOKET, €CIU 3a0y/Ielllb CBOM IIaTeKHBIA MapoJib WA 3aiiJIellIb Ha CAlT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. HNcnone3yrn omHopaszoBele maposau. Ilocie mepexoma Ha
YCUJIEHHYIO aBTOPHU3alMI0 TeOe yxe He OyJEeT yrpoxkaTh OMACHOCTb Kpa)Xu
WJIU TIepexBaTa IJIaTeKHOTO MapoJs;

3. BriGepu crnoxubiii maposib. [IpectynHukaMm OyneT He MPOCTO
yrajgath CIOXHBIA Mapoiib. HaaexHble maponum — 3TO Mapoiu, KOTOPbIE
COJIepKaT HE MEHee 8 3HAKOB U BKJIIOUYAIOT B CE0Sl CTPOUHBIC U MPOIKCHBIC
OykBbI, IIU(DPHI U HECKOJIBKO CHUMBOJIOB, TaKM€ KakK 3HaK jaojuiapa, QyHTa,
BOCKJIMILIATENbHBIN 3HAK U T.11. Hampumep, StROng!;;

4. He BBOIM cBOM IMYHBIE JaHHBIE Ha cailiTaX, KOTOPHIM HE

JOBEPSIEIIb.

JJIeKTPOHHAS MOYTA

DJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTHA U MPEIOCTABISEMbBIE €10 YCIYTH IO
MEePEChUIKE U MOJYYEHUIO 3JIEKTPOHHBIX COOOIIEHUMN, KOTOPHIE pACIPEIEIIIOTCS B
KOMIIBIOTEpHOM ceTH. OOBIYHO JJIEKTPOHHBIM TOYTOBBIA SIIUK BBITJISIAUT
CJEAYIOIIMM 00pa3oM: UMs_TOJIb30BaTENA(@uMs_JIoMeHa. Takxe KpoMe nepeadu
MPOCTOr0 TEKCTA, UMEETCS BO3MOKHOCTh NepeiaBaTh (hanbl.

OcHoBHBIE COBeTHI 10 0e30MacHOi padoTe ¢ JJIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBWiibHBINA MOYTOBBIN cepBuc. B MHTepHere
€CTh OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyYIlle
JOBEPSTH TEM, KOI'O 3HAEIIb U KTO NIEPBBI B PEUTHHTE;

2. He ykaspBali B JWMYHOM TOYTE€ JIMYHYIO HHPOPMALHIO.
Hanpumep, nyuiie BbIOpaTh «My3bIKIbHBIN (paHaT@» umu «pok2013»
BMECTO «TeMal3y;

3. Hcnonb3yid IBYX3TalHYH) aBTOPHU3ALMIO. JTO KOrJa MOMHUMO

MapoJisi HYy’)KHO BBOJUTH KO/, TPUCHLIaeMbIil 0 SMSS;



4. BriGepu ciioxHbIM maponb. Jas KakI0ro MmoYTOBOIO SIIMKa
JOJIKEH OBITh CBOM HAJECKHBIN, YCTOMYUBBIN K B3JIOMY [1apOJib;

5. Ecam ecTp BO3MOXKHOCTH HamucaTb CaMOMY CBOWM JIMYHBIN
BOIIPOC, UCIIOJIB3YHM ATy BO3MOYKHOCTB;

6. HMcnonp3yld HECKOJIBKO IOYTOBBIX SIIMKOB. IlepBbid s
YaCTHOM IIEPENMCKA C ajpecaTaMy, KOTOPBIM Tbl JOBEpsACIIb. IJTO
AJIEKTPOHHBIN a/ipec HE HaJl0 UCIOJIb30BaTh IPU PErUCTpaluu Ha popymax u
cairax;

7. He oTkpsoiBail aiinel u Ipyrue BIOKEHHS B MUChbMaX JIaXKe €Cliu
OHM NPUIIUIA OT TBOMX JApy3eH. Jlydile yTo4yHM y HUX, OTIPABISIIN JU OHU
Tebe 3Tu (ailibl;

8. [Tocne okoH4YaHusT paboOTBl Ha TMOYTOBOM CEpPBHCE NEPEN]

3aKpBITUEM BKJIAJIKU C CAUTOM He 3a0yab HAKaTh Ha «BBIATHY.

Kuo6epOv/JIMHT HJIM BUPTYAJbHOE U3A€BATEJILCTBO

KubepOymiuHr —  mpecinejoBaHUe€  COOOIICHUSIMHU,  COJEpKaIIUMU
OCKOPOJIeHMUS, arpeccuio, 3aIyTUBAHUE; XYJIUTaHCTBO; COI[MATIbHOE
OOMKOTUPOBAHUE C MOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBeTHI 110 00pbOe ¢ KHOEepOYJIJIMHIOM:

1.  He Opocaiics B 60ii. JIyumnii cnoco0: mocoBeTOBaThCS Kak ceOst

BECTM M, €CIM HET TOro, K KOMY MOXHO OOpaTUThCsS, TO BHauaje

yCIoKouThesi. Eciiv Thl HAUHENTb OTBEYATh OCKOPOJIEHUSIMU HA OCKOPOIEHUS,

TO TOJIBKO €I1le OOJIbIIe Pa30AKEITh KOH(IHKT;

2. VYpaiisiii cBoel kubeppenyTaimei;
3. AHOHMMHOCT, B cetu MHHUMasg. CyllecTBYyIOT CHOCOOBI

BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crour BecTw Xynuranckuid o0pa3 BHPTyaJIbHOW JKH3HU.

NHutepHeT pukcUpyeT Bce TBOU ACUCTBUS U COXPaHSET UX. Y JAIUTh UX OyAET

KpallHe 3aTPyAHUTEIIBHO;

5. Benu cebs BexxIINBO;
6. Urnopupyi €MHUYHBIN HETaTUB. OnHopaszoBbIe

OCKOpOUTENbHBIE COOOIIEHUS JIy4llle UrHOpUpoBaTh. OOBIYHO arpeccus

MPEKPAIIAETCS HA HAYAJIbHOW CTauH;



7. ban arpeccopa. B mporpamMmmax oOMeHa MTIHOBEHHBIMHU
COOOIIEHUSMH, B COLMAIBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKUPOBKH
OTHPABKHU COOOIIEHUN C ONIPEACICHHBIX aJIPECOB;

8. Ecam 711 cBuzmerens kubOepOysunHra. TBou  JeHCTBUS:
BBICTYNIUTh MNPOTUB MPECIEAOBATEINS, IOKa3aTh €My, YTO €ro JACHCTBUSA
OLICHUBAIOTCA  HETATUBHO, TMOANEPKATh KEPTBY, KOTOPOW  HY>XKHA
TICUXOJIOTHYECKass MOMOIIb, COOOIUTh B3POCIBIM O (PakTe arpecCUBHOIO

IIOBCACHHUA B CCTH.

MoOuJabHBIN TeJehoH

CoBpemeHHbIe cMapT()OHBI U MIAHIIETHI COAEPKAT B ceOe BIOJIHE B3POCIIbIN
(GyHKIIMOHAN, W TEMmepb OHU MOTYT KOHKYpUPOBAaTh CO CTallMOHAPHBIMU
KoMmmbroTepamMu. OIHAKO, CPEJICTB 3aIUTHI JUIsl OJJOOHBIX YCTPOUCTB MOKA OYEHb
Maso. TecTupoBaHUE U MOUCK YA3BUMOCTEH B HUX TPOUCXOUT HE TAK UHTEHCUBHO,
kak 1 [1K, To e camoe kacaeTcss 1 MOOMIIBHBIX TPUIIOKEHHUIA.

CoBpeMeHHbIE MOOUJIbHBIE Opay3epbl YK€ MPaKkTHUYEeCKd JOTHAIU
HACTOJBHBIE AHANIOTH, OJIHAKO paclipeHue (yHKIMOHATa BIEYeT 3a CcoOoM
OOJIBIIIYIO CIIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

Jlanexko He Bce MPOM3BOAMUTENM BBHIMTYCKAIOT OOHOBJIEHHUS, 3aKpbIBAIOIIUE
KPUTHYECKHUE YSA3BUMOCTH /I CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /151 0€30I1aCHOCTH MOOWJIBHOIO Tej1e()oHAa:

1. Bynb octopoxeH, Beap koraa Ttede mpeasiaraloT OecIUiaTHBIN

KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO TUIATHBIE YCIYTH;

2. Hywmait, npexnae yem otnpaBuTh SMS, dboro wiu Buupeo. Tol

TOYHO 3HafClIb, 1€ OHU 6y,Z[YT B KOHCYHOM HUTOTE?

3. HeoOxomuMoO OOHOBISTH ONEPALMOHHYID CHCTEMY TBOETO
cMaptdoHa;

4. Hcnons3yil aHTUBUPYCHBIE MPOTPAaMMBI I  MOOMJIBHBIX
TenedoHoB;

3. He 3arpyxail npuiioKeHusi OT HEU3BECTHOIO MUCTOYHHUKA, BEIb

OHM MOTYT COAEPKaTh BPEJOHOCHOE MPOrPaMMHOE 00ECIIEUEHNUE;

6. [locne Toro kak Thl BBIMJEHIb C CailTa, A€ BBOAWI JUYHYIO
uH(opMaIuio, 3aiiiu B HaCTpOHKH Opay3epa u yaaiu cookies;

7. Ilepuonnuecku  mpoBepsA  Kakue  IUIATHBIE  YCIyrd

AKTHUBHUPOBAHBI HA TBOEM HOMCPC;



8. JlaBail cBOM HOMep MOOHUJIBHOIrO TeliepoHA TOJIBKO JIOJISM,
KOTOPBIX ThI 3HACIIb U KOMY JOBEPSEIIb;
9. Bluetooth gomkeH OBITH BBIKIIOYEH, KOrJa THI UM HE

nonb3yenibes. He 3a0biBaii UHOTa TPOBEPSITH ATO.

OUUIIMHI WIH KPAXKa JUYHBIX JJAHHBIX

['maBHas uens ¢umuHr - Buga HHTepHET-MOIIEHHUYECTBA, COCTOUT B
MOJTYYeHUH KOH(UACHIIMATBHBIX JAHHBIX MOJIh30BaTEICH — JIOTMHOB U MApOJICH.
Ha anrnwmiickom si3bike phishing uurtaercs kak Qummunar (ot fishing — poiOHas
JIOBJISA, password — TapoJsb).

OcHoBHBIE cOBeThI 10 00pbOe ¢ GUIIUHTOM:

1. Crnenu 3a cBOMM akkayHTOM. Eciu ThI mogo3peBaeib, 4TO TBOS
aHkeTa ObUla B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ U COOOIIUTH
aIMUHUCTPATOpPaM pecypca 00 3TOM KaK MOXHO CKOPEE;

2. Hcnonw3yit Ge3omnacHbie BeO-CailThl, B TOM YHUCJE, UHTEPHET-
Mara3uHOB U MTOMCKOBBIX CUCTEM;

3. Hcnons3yit crnoxHble U pa3Hble napoiu. Takum oOpazom, eciu
TeOs B3JI0OMAIOT, TO 3JO0YMBIIUIEHHUKHU MOJyYaT JOCTYI TOJBKO K OJIHOMY
TBOEMY NMPO(DUIIIO B CETH, & HE KO BCEM;

4. Ecnu Te6s B3moManu, To HEOOX0IUMO MPEAYyPEIUTH BCEX CBOUX
3HAKOMBIX, KOTOPBIE T0OABJIEHBI y T€OS B APY3bAX, O TOM, UTO T€Os B3IOMaIU
M, BO3MOXKHO, OT TBOEr0 MMEHHU OYJeT paccChlUIaThCsi CIaM U CCBhUIKM Ha

(DUILIUHTOBBIE CAUTBHI;

5. VYcranoBu HagexHbI naposib (PIN) Ha MmoOunbHbIN TenedoH;
6. OTKIIIOYM COXpaHEHHE Mapos B Opay3epe;
7. He oTkperiBail aiinel u Ipyrue BIOKEHHS B MUChbMaX JIaXKe €Clu

OHM NPUIIUIA OT TBOMX JApy3eH. Jlydile yTo4yHM y HUX, OTIIPABISINA JU OHU

Tebe 3Tu (hailibl.



